OPERGON

DIAGNOSTIC REPORT

Diagnostic report

Audit of NTLM authentication usage - Active Directory

Scope: 4 domain controllers - Mode: read-only - Date: 2026-10-05

FINDINGS
® NTLMv1 allowed CRITICAL
® Kerberos RC4 (weak encryption) CRITICAL
LAPS missing
SUMMARY

3 gaps identified - 2 critical, 1 high. Priority: address the two critical gaps first, then plan the high gap.

Diagnostic performed in read-only mode: no change was made to your environment. Any fix is subject to a
separate authorisation.
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