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PRIORITISED ACTION PLAN

Prioritised action plan

Following the diagnostic - Active Directory NTLM audit

Recommended actions, ranked by priority. Each action is submitted for your validation before any execution.

01 - NTLMV1 ALLOWED  (CRITICAL)

01 Identify applications that depend on NTLM

02 Enable enhanced authentication auditing

03 Prepare the group policies (GPO)

04 Roll out in waves, then switch to restriction after validation

02 - KERBEROS RC4  (CRITICAL)

01 Inventory the accounts and SPNs concerned

02 Move encryption to AES

03 Check application compatibility before generalising

03 - LAPS MISSING  (HIGH)

01 Deploy Windows LAPS

02 Delegate password read access

03 Control rotation and proof of rotation

Status: to be validated. Nothing runs without your explicit authorisation; every change is prepared, reversible when

technically possible, and logged.
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